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e UNIX Oses

I — MHOro3agavHa, MHOFOI'IOTpe6I/ITeJ'ICKa, NPEHOCNMOCT

* ApxurtekTypa
- kernel space, user space

* MexaHn3mMun 3a CUrypHOCT
- [NoTpebutenu
- [Npouecwu
- dannosa cucrema
— CurHanv
— Authentication
— Auditing
— Limits
- Security extensions
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- User identifiers (UID)

- Group identifiers (GID)

- JonbnHutenHu rpynu (additional groups)
- CneuunanHu notpedutenu

* root
o JID ==

I * [loTpebutenu
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- lpeHTndomkaTtopu

* RUID/RGID

e EUID/EGID

e SUID/SGID
- Supplemental groups
- umask
- resource limits
- scheduling parameters
- fs root

I * [1pouecwu
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 ObekTn BbB hanrnoBaTa cmcrtemMa
I — ANPEKTOPUN
- pannose
— CUMBOJTHM BPB3KKU (Ssymbolic links)
— YCTPOUCTBA
- FIFOs (named pipes)
- sockets
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* ATpubyTn Ha obekTnTEe BLB pannoBarta cuctema
- cobctBeHuk (UID, GID)
— [lpaBa 3a gocTtbn
* yeTeHe, NnucaHe, U3NbIHEHKE (rwWX)
* CODOCTBEHUK, rpyna, apyru
- CneuyuanHu atpmbyTun
e SetUID (u+s), SetGID (g+s)
* Sticky bit (+t)
* timestamps (access time, modify time, creation
time)
- CneundmnyHn 3a JInHykc
* Immutable, appned only, ACLs
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e CurHanwu
- Kon moxe ga rv npawa?
- SIGURG

GTERM

GKILL

GSTOP, SIGCONT

N
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- [NoTpebutenn n naponu
* /etc/passwd
* /etc/shadow
* BSD Bapnauyum no temata

- PAM
- NIS, NIS+

I e Authentication
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* Auditing
I - syslogd
- wtmp
- utmp
- lastlog
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- Jall
— Usermode Linux
- SELinux / LSM

I * Security extensions
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Bbnpocun?
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bnarogaps 3a BHUMAHMETO!



