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I CbAabprKaHUe

o KakB0O e UNIX?

- Uctopus
— OYHKLUMOHANHOCT
— ApXUTeKTypa

e MexaHNU3MM 3a CUTYPHOCT

- MoTpebutenn
— lNpouecwu
- dannosBa cucrtema
- |IPC
- CurHanu
— Authentication
— Auditing
— Limits
- Security extensions
. CTaH.u,apTHM aTaku
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I http://netsec.iseca.org/
I UNIX

e OCHOBHUN PYHKLLMOHATHOCTMU

- MHorosagavHa
 Preemtive vs. Cooperative multitasking

- MHoronoTtebuTencka
- INpeHocuma (portable)

e ApXUTeKTypa

- Kernel space
— User space

I e KpaTKka ncropus
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I [ToTpebutenu

e User identifiers (UID)
I e Group identifiers (GID)
e lonbnHUTEeNnHU rpynu (additional groups)

 CneuunanHu notpebutenn

— root
- UID ==



I MexaHu3mun 3a curypHoct B UNIX OSes

[TpoLecn

e NpeHTnodukKaTopu
- RUID/RGID

- EU

_SU

ID/EGID
ID/SGID

e Supplemental groups
e umask
 Resource limits
e Scheduling parameters
e fs root — See chroot(2)
e CneundunyHun

— capabillities

Kypc “MpexoBa CUTYpPHOCT”
http://netsec.iseca.org/
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I ObekTn BbB (hansioBaTa cuctemMma

e dannose

e CMMBOJIHM BPB3KKU (symbolic links)
e TBbpAM BpBb3KKU (hard links)

e YcTpoucTBaa

 FIFOs (named pipes)

e Sockets

I e InpekTOopumn
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ATpnbyTn HA obekTUTE

e CobcTBeHuk (UID, GID)
e [IpaBa 3a A0OCTbN

- yeTeHe, NUcCaHe, U3NbJIHEeHMe (rwx)

— COOCTBEHUK, rpyna, apyru
 CneunanHu atpmnbytu

- SetUID (u+s), SetGID (g+s)

— Sticky bit (+t)

— timestamps (access time, modify time, creation time)
e CneundunyHu

- Immutable

— Append only

- ACLs
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I IPC

— Advisory
- Mandatory

e Semaphores
e Shared memory
e Message queues

I e 3aKNtoYBaHe Ha hannoBe
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I CurHanwu

« Kon moxe aa ru npawwa?
e CneundunyHnN CUrHanu

- SIGTERM
GKILL

GSTOP, SIGCONT
GURG

I e KakBO Ca CUrHanuTe?

QNN
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I Authentication
e MMoTpebutenn n naponu
I — /etc/passwd
— /etc/shadow
- BSD Bapuauunm no temaTta
e PAM

* NIS, NIS+
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I OrpaHunyeHus
e KBOTU
I - ['pynu
- NoTpebutenu

e JluMnTH
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I Auditing
e syslogd

I e wtmp
e utmp

e lastiog
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I Security extensions

— Capabilities
— Linux Security Modules (LSM)

e SELinux
e BSDJail

— Linux-VServer
- GRSec

e BSD
- Jail

I e LiNnux
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I CTaHOapTHU aTaku

e Atakn Bbpxy SUID dannose

e /tmp race conditions (symlink attacks)
I e ATaku BbpXY /etc/passwd
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I Bvrnpocn?

Cera e MOMeHTa aa nuTare...
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I ToBa e KpadT

bnaropapsa 3a BHUMaHUeTo!



