[Tpobnemmn cbC curypHocTTa B
PHP npunoxeHus

[IpencraBenu ot ['eopru Yopbamkuiicku

basupano Ha :



[ nobarnHmn NnpomMeHnnBu

* register globals

<?php
# $aut henticated = fal se;
i f ($password == "secret")
$aut henticated = true;
i f ($aut henticated) {
print 'Secret info';

}

?>

* http://server/script.php?authenticated="1
* PeweHus

- register_globals = off
- MHnumnanusauusi Ha NPOMEHNTNBUTE



File Upload (old style)

<FORM METHOD="POST" ENCTYPE="nul ti part/formdata">
<I NPUT TYPE="FI LE" NAME="up">

<I NPUT TYPE="SUBM T" NAME="submt"“>

</ FORM>

Sup Filename on local machine ("/tmp/phpxXuoXG")

Sup_size Size in bytes of file (e.g 1024)

$up_name The original name of the file on the remote system (e.g"/home/gf/blah.txt")
Sup_type Mime type of uploaded file (e.g "text/plain")

* http://server/upload.php?up=/etc/passwdé.....&submit=submit

e PelleHus

- NanonaeBaHe Ha new style uploads
e SHTTP _POST FILES && related functions
- register_globals = off



Remote Files

e OyHKuMMTEe requi re() ui ncl ude()
* /I3non3BaHe 1 CTpaHUYHN ePEKTU
—-include('file.php');
- i ncl ude("
e 3abpaHu

- allow_url fopen = off
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* [1lpobnemu:
- VI3anons3BaHe Ha ,CTpaHHWN" pas3LLUnpeHns
- Koa, KouTo npaBu ToBa:

<?

$lang = "bg";

i ncl ude(" $l ang/ | oadl an. php");
?2>

A dannbet | oadl ang. php e:
<?
/1 Do sone initialization
I ncl ude(" $l ang/ defs. php");
?>

* KakBo cTaBa ako M3BMKamMe OUPEKTHO
loadlang.php ¢ napameTbp $lang="'http://......"?
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e PellueHusa

- VIsnon3BanTte ctaHOapTHU pallMpeHna Ha
doamnoBeTe

- register _globals = off

- allow _url fopen = off

- bnbnmotekute ce cnarat U3BbLH wWeb
ObPBOTO UMM B HEAOCTbMNHA OUPEKTOPUA

- dedmnHmnpaTt ce KOHCTAaHTU K ce NpoBepsBaT



Session Files

* [lo noapasbupaHe ce cbxpaHsaBaT B /tmp
 CbpBbpa UMaT OOCTbMN A0 TAX



Loose Typing and Associative
Arrays

PHP He e e3unk, KonTo n3nckea TBbpam
TUNOBE Ha NPOMEHNNBUTE

He nsnckea gopu gedonHupaHe Ha
NPOMEHMNBUTE

ObbpHETE BHMMAHWE Ha PasfUKNTE MeEXOy
- $dat a[ 0] wm

- $dat a[ " 000" ]

PelueHuns

- dedunHunpante cn NnpoMeHnmMBuUTE

- lNnweTe koa, KoUTo paboTn Be3 rpeLlkn, KoraTto
e npedpuHupaHo error _reporting(E ALL);



OnacHU YHKLUUK

Include, require

eval

exec, passthru, , system, popen
fopen, readfile, file



3awmntm B PHP

 safe mode

* open_basedir

* register _globals

e allow url fopen

* disable functions
* file uploads

* magic_quotes gpc
e display_errors

* log_errors



Bbnpocun?



